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ABSTRACT 
In this poster, we firstly put forward to an effective anomaly 
detection method based on TCM-KNN (Transductive Confidence 
Machines for K-Nearest Neighbors) algorithm to fulfill DDoS 
attacks detection task towards ensuring the QoS of web server. The 
method is good at detecting network anomalies with high detection 
rate, high confidence and low false positives than traditional 
methods, because it combines “strangeness” with “p-values” 
measures to evaluate the network traffic compared to the 
conventional ad-hoc thresholds based detection and particular 
definition based detection. Secondly, we utilize the new objective 
measurement as the input feature spaces of TCM-KNN, to 
effectively detect DDoS attack against web server. Finally, we 
introduce Genetic Algorithm (GA) based instance selection method 
to boost the real-time detection performance of TCM-KNN and thus 
make it be an effective and lightweight mechanism for DDoS 
detection for web servers. 

Categories and Subject Descriptors 
C.2.0 [Computer-Communication Network]: Security and 
Protection 

General Terms 
Security, Algorithms 
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1. INTRODUCTION 
Web server is a crucial and necessary component for Internet 
applications and web applications dominate the most part of 
network traffic nowadays. However, they are suffering from a great 
deal of attacks especially Distributed Denial-of-Service (DDoS) 
attacks. DDoS significantly degrade service quality experienced by 
legitimate users. The key point for DDoS defenses is to detect it as 
soon as possible and neutralize this effect, thereby quickly and fully 
restore quality of various services to levels acceptable by the users. 
Currently researchers have designed and implemented numerous 
DDoS detection methods [1, 2]. 

However, all these methodologies measure DDoS damage 
superficially and partially by measuring a single traffic parameter, 
such as duration, loss or throughput, and showing divergence during 

the attack from the baseline case. They do not consider Quality-Of-
Service (QoS) requirements of different applications and how they 
map into specific thresholds for various traffic parameters. They fail 
to measure the service quality experienced by the end users and thus 
not well suitable for DDoS detection for Web server. In recent 
years, Jelena, etc. proposed a novel measurement for DDoS towards 
the web applications from the perspective of end users in [3].  

In essence, the new measurement could evaluate the impact of 
DDoS more accurately since “they measure DDoS impact as a 
percentage of transactions that have not met their QoS requirements 
and aggregate this measure into several metrics that expose the level 
of service denial”. But they did not give any effective method or 
algorithm to substantially make use of their measures for DDoS 
detection in [3], therefore, to adopt it for real applications, it should 
be further improved and the first and the most important problem to 
be seriously addressed, in our opinion, is how to integrate all these 
measures into a reasonable and effective DDoS detection algorithm. 

2. OUR METHODS 
TCM-KNN is an excellent anomaly detection algorithm, which 
combines transductive learning method with classical KNN 
classification algorithm effectively, and thus does well in 
distinguishing normal and abnormal traffic with high confidence for 
network anomaly detection domain [4]. Unlike traditional methods 
in data mining, it can offer measures of reliability to individual 
points one at a time without a previously built model, and directly 
uses the points (normal points) in hand to determine the new arrival 
is normal or not. The core concept, p-value serves as a measure of 
how well the data belongs to a certain class [4]. Users of 
transduction as a test of confidence have approximated a universal 
test for randomness (which is in its general form, non-computable) 
by using a p-value function called strangeness measure. 

Before using TCM-KNN for detection, the consideration of input 
feature space for TCM-KNN is necessary. For each web transaction 
as mentioned in [3], we also measure five parameters: (1) one-way 
delay, (2) request/response delay, (3) packet loss, (4) overall 
transaction duration and (5) delay variation (jitter). Jointly, these 
parameters capture a variety of application QoS requirements. 
Therefore, the first thing for us to detect DDoS attacks according to 
these measures is mapping them into a feature vector. Using these 
feature vectors, we can build a pattern model for normal status of 
web server, and thus use them to distinguish the abnormal traffics 
from the normal ones (see Figure 1). 

To alleviate the expensive computational cost, we utilize GA to 
fulfill the instance selection task for TCM-KNN. Training dataset is 
denoted as TR with instances, and the search space associated with 

 

Copyright is held by the author/owner(s). 
SIGCOMM’08, August 17-22, 2008, Seattle, Washington, USA. 
ACM  978-1-60558-175-0/08/08. 

497



the instance selection of TR is constituted by all the subsets of TR. 
Then, the chromosomes should represent subsets of TR. This is 
accomplished by using a binary representation. A chromosome 
consists of genes (one for each instance in TR) with two possible 
states: 0 and 1. If the gene is 1, then its associated instance is 
included in the subset of TR represented by the chromosome. If it is 
0, then this instance does not occur. After running GA algorithm, 
the selected chromosomes would be the reduced training dataset for 
TCM-KNN. We employ four well-known GAs, GGA (Generational 
Genetic Algorithm), SGA (Steady-State Genetic Algorithm), CHC 
(heterogenious recombination and cataclysmic mutation) adaptive 
search algorithm, PBIL (Population-Based Incremental Learning), 
to fulfill the instance selection tasks. 

 
parameters: k (the nearest neighbors to be used), m (size of training dataset), 

τ (preset threshold), r (instance to be determined) 

/*Training Phase*/ 

for i = 1 to m { 

calculate y
iD  for each point in training dataset and store; 

calculate strangeness α  for each one in training dataset and store; 

 } 

/*Detection Phase*/ 

calculate the strangeness for r ; 

calculate the p-values for r ; 
if ( τ≤p ) 

claim r  as anomaly with confidence ( τ−1 ) and return; 

else 

claim r  is normal with confidence ( τ−1 ) and return; 

 

Figure 1. TCM-KNN for DDoS Attack Detection 

3. EXPERIMENTAL RESULTS 
To verify the effectiveness and availability of our methods, we 
apply it to a real web server DDoS attack detection scenario. We 
setup a web server located in the college running apache http service 
(version 2.2) on Linux platform. In the meantime, we deploy a 
remote monitor host as an end user to experience the QoS of web 
server and collect the normal training dataset for our TCM-KNN, as 
well as fulfill the detection tasks. The host is equipped with Intel (R) 
Pentium (R) IV CPU 3 GHz, 1 GB RAM, 80GB hard disk 
(7200r/min). We conducted many experiments over several days 
during busy hours and with background traffic generated from more 
than 5,000 hosts of the college. In the experiments, we utilized the 
attackers to access the victim web server and launch well-known 
DDoS attacks using a series of DDoS tools such as Stacheldraht and 
TFN2K. 

We first used TCM-KNN to detect these traffic anomalies, then 
adopting instance selection mechanism discussed above to optimize 
it, we finally selected 5,600 data points from the original collected 
data points (98,000) as normal training dataset, Table 1 shows the 
detailed experimental results. From these results, we obtain that: 

a) We could determine the anomalous points with accuracy (TP) 
of 100% (2,600 abnormal points are all correctly diagnosed) and 
only 1.28% false positives (FP) (only 194 out 15,120 normal data 
points are misjudged) in the real network environment. 

b) After the GA based instance selection optimization, the TP 
(true positive rate) for TCM-KNN keeps high (99.38%) and the FP 
(false positive rate) is still manageable (1.87%) in real network 
environment. Moreover, the training time and detection time are all 
reduced to a great extent.  

c) The most important and inspiring result we acquired is that the 
detection time for an anomaly is fairly short, thus the system based 
on our optimized TCM-KNN could on-line deal with a large 
amounts of anomalies in the real network environment and thus 
make corresponding countermeasures as quick as possible to 
mitigate them. 

Table 1. Experimental results 
 Training 

Time  
Detection 

Time  
TP FP 

TCM-KNN 
(original) 

22218.62s 0.4164s 100% 1.28%

TCM-KNN 
(optimized) 

363.86s. 0.1397s 99.38% 1.87%

4. CONCLUSIONS 
This poster presents our work focusing on how to effectively detect 
DDoS attack against web server based on lightweight TCM-KNN 
algorithm and thus ensure the QoS of web server. Relevant 
experiments demonstrate that it is an excellent method for DDoS 
detection for web server in real applications. 

For our future work, we will further optimize its real-time DDoS 
detection performance in terms of the real application scenarios. 

5. REFERENCES 
[1] G. Carl, G. Kesidis, and S. Rai, “Denial of service attack 

detection techniques,” IEEE Internet Computing, 10(1): 82-89, 
Jan. 2006. 

[2] E. Gelenbe, and L. George, “A self-aware approach to denial 
of service defence,” Elsevier Computer Networks, 51(5): 
1299–1314, Apr. 2007. 

[3] E. Ikovic, P. Iher, O. Ahmy, and R. Homas, “Measuring Denial 
of Service,” in Proc. ACM QoP 2006, pp. 53-58, 2006. 

[4] Y. Li, B. X. Fang, L. Guo, and Y. Chen, “Network Anomaly 
Detection Based on TCM-KNN Algorithm,” in Proc. ACM 
ASIACCS 2007, pp. 13-19, 2007.

 

498



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.3
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 2.33333
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /PDFX1a:2001
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


